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eduroam at Middlesex University 
Middlesex University is now providing an eduroam service for its users and visitors from participating sites. This is a free wireless service and permits users to access the Internet using their own credentials within the University Acceptable Usage Policy which can be found here and the eduroam(UK) Policy found here
Further information on the eduroam service can be found here
UK based eduroam locations can be found here and international locations can be found here
The current Operational Status Information available for many of the eduroam participants can be found here
	Using eduroam
Middlesex University students and staff

When based at your home campus you should login as normal i.e. you should NOT use the eduroam service (which will be visible at Middlesex University). NB: eduroam at Middlesex University is only for visiting students and academics

However, before travelling to your destinations as listed here and here we recommend that you try accessing eduroam at the Middlesex University just to confirm authentication. This will provide Internet access but no access to computing resources, e.g. printers & home drives.
Appendix A: Using eduroam with Windows XP
Appendix B: Using eduroam with Windows 7 & Vista
Appendix C: Using eduroam with Mac OS X
Visitors to Middlesex University from other institutions

The eduroam service will forward any authentication request to your home institution so you should be able to get to the Internet from Middlesex University if the home institution is a member of eduroam.  Please refer to your own institution for the format of login credentials.
Middlesex University students and staff visiting other institutions

You will need to connect to their eduroam wireless network but then use your Middlesex University userID and password to get access to the Internet. The credentials must be in the following format.
gwo1@uni.mdx.ac.uk
It is your normal UserID, the ‘@’ symbol plus ‘uni.mdx.ac.uk’.
And your normal Active Directory password.


Appendix A: Using eduroam with Windows XP

Follow the instructions for a non-Corporate Desktop machine

· On the desktop at the bottom right hand corner there will be a wireless icon
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· Right click on this icon in the system tray

· Select View Available Wireless Networks
· A dialog box will open listing all of the available wireless networks
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· Click on Change advanced settings on the bottom left hand side of the dialog box

· Another dialog box called Wireless Connection Properties will open
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· Click Add
· In the following window type in eduroam as the SSID. Note that this must be all in lowercase
· Select WPA2 for the Network Authentication. Ensure that Data Encryption is set as AES
· Select the Authentication tab
· Ensure that EAP type is set to Protected EAP (PEAP)
· Uncheck the Authenticate as computer when computer information is available box

· Click the Properties button

· In the Protected EAP Properties dialog box check the Validate server certificate
· Uncheck the Enable Fast Reconnect box

· Click the Configure button

· Ensure that the Automatically use my Windows logon name and password (and domain if any) box is unchecked

· Click on OK and OK again
· In the Wireless Network Connection Properties dialog box you should see eduroam (Automatic)
· Click on OK and after a few seconds you will see the Wireless Network Connection speech bubble in the system tray

· Click on it to enter your authentication details as described above

· Upon successful connection you will see a speech bubble confirming connection.

Appendix B: Using eduroam with Windows 7 & Vista

Follow the instructions for a non-Corporate Desktop machine

· On the desktop there should be a wireless icon in the system tray
· Right click on that icon and select Open Network and Sharing Center
· Select Setup a new connection or network
· A new dialog box opens and select Manually connect to a wireless network
· Click Next
· Enter eduroam as the Network Name. Note that this must be all in lowercase
· Select WPA2-Enterprise for the Security Type
· Ensure that the Encryption Type is set as AES
· Leave the Security Key blank
· Click Next
· Click on Change connection settings
· A new dialog box opens. Select the Security tab

· Ensure that the authentication method is set to Microsoft: Protected EAP (PEAP)
· Click on Settings
· Check the Validate server certificate
· Uncheck Enable Fast Reconnect
· Select Configure under Select Authentication Method
· Ensure that Automatically use my Windows logon name and password (and domain if any) is Unchecked in the new dialog box

· Click OK
· Click OK
· Select Advanced settings
· Ensure that Specify authentication mode is Checked
· Click OK
· Click OK
· Click Close
· From the System Tray select the eduroam network

· Ensure that Connect automatically is checked

· Click on the Connect button

· After a few seconds you will be asked for your Network Authentication details

· Enter your credentials as described above and click OK
Appendix C: Using eduroam with Mac OS X

Follow the instructions for a non-Corporate Desktop machine

· From the Apple icon in the top left hand corner of the desktop select Open System Preferences
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· Under the Internet & Wireless section select Network
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· Select WiFi from the Network dialog box
· Click the Turn WiFi On button
· Click the Network Name drop down box

· Within this select Join Other Network
· In the Find and join a Wi-Fi network enter eduroam as the Network Name. Note that this must be all in lowercase
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· From the Security drop-down menu select WPA2-Enterprise
· Enter your user credentials as described above

· Click on the Join button

